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MpunoxeHue

METOOUYECKUE PEKOMEHOALIMU
O PASMELLEHUN HA UH®OPMALIMOHHbIX CTEHOAX, O®PULIUMATIbHBIX
WHTEPHET-CAUTAX U APYI'NX MH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30BATE/bHbLIX OPTAHU3ALIUA N OPIFAHOB, OCYLLEECTBNAKOLWMNX
YNPABNEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUN O BE3OMNMACHOM
NOBEAOEHUM N NCNONb30OBAHUUN CETU "MHTEPHET"

Okcneptamu 1 YneHamn BpemeHHon komuccumn Coseta defepaunm nNo pasBUTUIO MHGPOPMAaLMOHHOTO
obuwectBa B pamkax BbIMONIHEHUS PEeKOMEeHZAUUn NapraMeHTCKMX CrylwaHun "AKTyanbHble BOMPOCHI
obecrneveHus 6e30nacHOCTU U pasBUTUA OeTen B MHPOPMALMOHHOM MPOCTPAHCTBE", KOTOpble MpoLwn B
CoBete depepauuun 17 anpensa 2017 r., 66inm paspaboTaHbl METOAMYECKNE PEKOMEHAALMM O pa3MeELLEHUN
Ha WHMOPMALUMOHHBIX CTeHOaX, OoUUManbHbIX MHTEPHET-CanTax U ApYyrMx MHAOPMALMOHHBIX pecypcax
obuweobpasoBaTenbHbIX OpraHn3auMii 1 OpraHoB, OCYLLECTBRSKOWNX yrnpasneHve B cdepe obpasoBaHus,
WHopmaumm o 6esonacHOM MnoBeaeHUN U UCMOoNb3oBaHUKM ceTn "WHTepHeT" (ganee - metogudeckue
pekomeHaaumm).

MeToanyeckue pekomeHgauuy HanpaBneHbl Ha Ka4eCTBEHHOE MOBbILLEHWE YPOBHSA UHOPMAaLIMOHHOW
AeATenbHOCTN obLeobpasoBaTernbHbIX OpraHM3auMin 1 OpraHoB, OCYLLECTBASIOWMX yrnpasneHue B cdepe
obpa3oBaHns, B 4YacTy MHMOPMUPOBAHWS Y4alLUMXCH, WX POAUTENEN (3aKOHHbIX npeacTasuTenen) u
negarormyeckux paboTHMKOB 06 OCHOBHbIX acnekTax MHPOPMaLMOHHON 6Ge3onacHOCTHU.

MeTtogunyeckne pekomeHaaumMm no3BONAT o6u.|,eo6pasoBaTeanb|M opraHn3aumamMm wun opraHam,
ocyuwiecTendalowLmMM - ynpasneHne B ccbepe 06pGSOBaHI/IF|, aKTyanm3mpoBaTtb YyxXe ucnomnb3yemMmble «"
pa3MeLlleHHbIe VIH(bOpMaLI,I/IOHHbIe mMmaTtepuarnbl, TaKk U NOArotoBUTb MUX B Clly4ae UX OTCYTCTBUA C Yy4ETOM
NYHLWKUX NPaKTUK “ peKOMeH,ClaLlMVI.

B pamkax MeTognyeckux pekomeHgauun paccMaTpuBaroTcs Criegyowme MUHCTPYMEHTDI:

1. NHbopMaLMOHHLIE CTEHABI;

2. othuumanbHble MHTEPHET-PECYPChl;

3. cpeacTBa MaccoBoi UHopMaLmm (LLKONbHbIE raseThbl, Negarorndeckne ugaHna n gpyrue).
MHdpopmaLMOoHHbIe CTeHAbI

Ha vHdopMauuoHHbIX cTeHdax B obuieobpasoBaTenbHbIX OpraHM3auusX, PacrnofioXeHHbIX B dovie
yYpeXxaeHun n B kabmHeTax, OCHaLEeHHbIX NepcoHanbHbIMM YCTPOMCTBaAMU AN Bbixoda B ceTb "MIHTepHeT",
pekoMeHayeTCcs pa3MecTUTb MHPOPMaLMOHHbIE MaMATKX, coaepKaLlue OCHOBHbIE COBETHI MO 06ecneyeHunto
WMHOopMaLMOHHOM 6e30MNacHOCTM yyalLmxcs.

B NPUNOXeHNn Ne 1 k meTogu4deckum pekomMeHgaumam npeancrtaBsneH 06p338LL namMATKM And
pasmMelleHna Ha I/IH(*)OpMaLI,VIOHHbIX cTeHaax.

CpeactBa maccoBoM MHthopmauumn

B cpedctBax MaccoBol WMHGpOpMaUMKM, OPUEHTUMPOBAHHBLIX Ha O0Oy4alowmxcs, pekoMeHayeTcs B
TeyeHne y4yeGHOro roga perynsipHo ny6rnmkoBaTb MHGOPMaLMOHHbIE MaTepuarbl, NOCBSALLEHHbIE OTAENbHbBIM
acnekTaMm MHgopMaLMoHHON 6e30MacHOCTU, a TakkKe pasfiMyHble NamMsATKM OOLLErO XapakTepa.

B cpeacTeax maccoBoi MHGOPMaLWUM, OPUEHTUPOBAaHHBLIX Ha Medarornyeckylo OGLLECTBEHHOCTD,
pekoMeHOyeTcsl B TeyeHWe KaneHaapHoro roga perynspHo nybnukoeaTb MHpOpMaUMOHHbIE MaTepuvansl,
NOCBSILLEHHbIE OTAENbHbIM acrnekTam MHMOPMaLMOHHON 6e30MacHOCTU Kak HEeCOBEPLUEHHONETHUX, Tak U
obleobpasoBaTenbHbIX OpraHuM3auuii, a Takke pasfuyHble MamsiTku, 0630pbl HOPMAaTMBHO-MPaBOBOO
perynmpoBaHusi gaHHoOW cdepbl M MHPOPMaUMI0O O aKTyarnbHbIX MEPOMNPUSATUAX U COObITUSIX B OaHHOW

cepe.

B xoge npoBegeHus EgmHoro ypoka no 6es3onacHoctu B cetn "MIHTepHeT" pekomeHayeTcs obecneunTb
BbIMYyCK TeMaTW4yecKoro BblNycka cpeacTBa MaccoBoW WHdopmauum nubo cepum nybnukauuin, cpeau
KOTOpbIX PacCMOTPEeTb OpraHW30BaHHbIE MEpPONpUATUS Ans obydalowmxcsi, Ux poauTenen (3akoHHbIX
npegcraBuTenemn) 1 negarorm4eckon obLecTBEHHOCTY.



OdmumanbHble UHTepHET-pecypcCbl

ObweobpasoBaTernbHbIM OpraHn3aLmnsam pekoMeHayeTcs Ha CcBonx odumumnansHeix MHTepHeT-pecypcax
o6ecneunTb OYHKLMOHNPOBAHNE CAMOCTOSTENBHOMO M cneumnanmM3npoBaHHoro pasgena "VMIHgpopmaumoHHas
6e3onacHOCTL", B paMKax KOTOpOro NnpeaycMOTpeTb pasMeLLeHne crieqytoLen nHpopmaumm:

Ne Pasnen/nogpasgen dopmaT npeacTaBneHus CopepxaHue matepmanos
MaTepuanos
1.  [lokanbHble Konuun gokymeHTOB B PasmeLLaoTcs KonMm JOKYMEHTOB, T.€.
HopmaTMBHble akTbl B |opmate *PDF CKaHMPOBAaHHbLIN BapuUaHT AOKYMEHTA,
cdepe obecneveHns COOTBETCTBYOLLUIA TpeboBaHMAM K napameTpam
MHOPMaLMOHHOM CKkaHMpOBaHuA. Pa3meLlatoTcs JOKYMEHTHI,
l0esonacHocTn pernameHTMpyoLLMe opraHM3auuio n paboTy ¢
oOy4vatoLmxcs nepcoHanbHbIMWU AaHHBIMUW, NaHbl MEPONPUATUA
no obecneyeHnto MHOPMALMOHHON Be30nacHOCTH
oby4atomxcs n gpyrue.
2. |HopmatusHoe Konuun gokymeHTOB B My6numkyloTCs akTyanbHble CBE4EHWS O
perynuposaHue dopmaTte *PDF benepanbHbIX U perMoHarnbHbIX 3aKOHaX, MMCbMax
OpraHoB BNacTu 1 apyrne HOpMaTUBHO-NPaBOBbIE
NOKYMEHThI, pernameHTupytoLLme obecneveHmne
MHOpMaLMOHHOM 6e30NacHOCTK
HecoBepLUeHHONETHUX. [lonyckaeTcs BMECTO KOMUWA
pasMelLlaTb rMnepcchbiyiki Ha COOTBETCTBYHOLLME
MOKYMEHTbI Ha calTax OpraHoB roCyaapCTBEHHON
BHacTu.
3. [Nemarormyeckum [TekcT Ha cTpaHuue canTa [Pa3meLLalnTcs MeTognyeckne pekoMeHaaumm u
paboTHVKam Konuun goKymeHTOB B yKa3blBaeTCA MHOpMaLUA O MEPONPUATUSX,
dopmaTte *PDF nNpoekTax 1 nporpaMmmax, HanpasfeHHbIX Ha
NoBbILLEHNE UHPOPMALIMOHHOW rPaMOTHOCTH
negarorn4eckmx paboTHUKOB.
4.  |Obyvamowmmcs TekcT Ha cTpaHuue canTa PasmeluaeTcs nHopMaumMoHHasa namaTka
(npunoxenue Ne 2) n ykasbiBaeTcs MHpopmauus o
MepPOoNpUATUAX, NPOEKTaX U NporpamMmmax,
HanpaBneHHbIX Ha NOBbILLEHNE MHOPMALNOHHOM
rPaMOTHOCTM 0BY4arOLLMXCS.
5.  [PoauTtensam (3akoHHbIM [TEKCT Ha CTpaHuue canTta [Pa3mellaeTtcs MHpopMaLMoHHasa namaTka
npeacTaBuTENsaM) (npunoxeHue Ne 3).
oby4yatoLmxcs
6. [deTckue GesonacHble [TeKkCT Ha cTpaHuue canTa [Pa3melLaerca nHdpopmaumsa O peKOMeHOyeMbIX K
canTbl MCMNonb30BaHUio B y4ebHOM npouecce 6e30nacHbIxX
canTax, 6aHHepbl 6e3onacHbIX JETCKMX CanToB.
OpraHam, ocyulecTBNSAWMM ynpaBneHne B cdepe o06pa3oBaHus, peKkoMeHOyeTcsa Ha CBOMX
odhmumanbHbIX NHTepHeT-pecypcax obecneunTb PYHKLMOHNPOBaHNE CaMOCTOSATENBHOTO n

cneunanuanpoBaHHoro pasgena "MHdopmauuoHHas ©e30nacHoCTb”, B pamKax KOTOPOro npedycMoTpeTb
pasmeLlleHne crneaytoLen nHopmaumm:




Mpunoxexune Ne 1

NAMATKA ]
[NS OBYYAIOLLMXCS O5 MH®OPMALIMOHHOW BE30NACHOCTM ETEW

HENb3A

1. Bcem nogpsig coobiate CBOKW YacTHY WHGOpMauMio (HacToswme umsa, amunuio, TenedoH,
agpec, HOMep LLKOfbI, a Takke doTorpacmm cBou, CBOEN CEMbMU U OPY3EN);

2. OTKpbIBaTb BMOXEHHbIE (havifbl ANIEKTPOHHOWN NOYThI, KOrda He 3Haelb OTrnpaBuTens;
3. pybuTtb, NnpuanpaTbCs, OKa3blBaTb AaBMNeHNe - BeCTN cebs1 HEBEXINBO U arpeCCUBHO;

4. He pacnopspkancsi geHbramym TBOeW cemMbu 6e3 paspelleHus CTaplmnx - Bcerga crnpaluvean
poauTeneu;

5. He BCTpe‘-IaI7ICﬂ C MHTepHeT-3HaKOMbIMM B peaan0|7| XU3HW - ﬂOCOBeTyVICﬂ CO B3pPOCIibIM, KOTOPOMY
noBepsAeLllb.

OCTOPOXHO

1. He Bce nuwyT npaeBay. Yntaewb o cebGe HenpaBaoy B WHTepHeTe - coobwm o6 3TOM CBOMM
POAUTENSIM UMK ONEKyHaM;

2. MpurnawatoT nepenncbiBaThCst, UrpaTb, 0OMEHUBATLCS - NPOBEPb, HET N NOABOXA;
3. HesakoHHOe konnposaHue ¢annos B IHTepHETe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pOCibiM 0 Npobriemax B CETU - OHM Bcerga nomoryT;

5. |/|CI'IOJ'Ib3yl7I HaCTPOIZKI/I ©esonacHoCcTn U NPUBaTHOCTMH, 4yTOObI He NoTEPATL CBOU aKKayHTbl B
couceTax n gpyrux nopranax.

MOXXHO
1. YBaxkan gpyrux nonb3oBarenem;
2. MNonb3yelbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaW TONMbKO TE CChINKU, B KOTOPbIX YBEPEH;

4. ObwaTbca 3a MNOMOLLbLIO B3pPOCIbIM - poauTenn, OnekyHbl U aaMUHUCTpaUUA canTtoB Bcerga
NOMOTIYT;

5. Mponan oby4yeHne Ha carnte "CeTeBMYOK" M NOMy4n NacnopT UndpoBoro rpaxkgaHuHal



MpunoxeHune Ne 2

WHO®OPMALIMOHHAA NAMATKA
AOnsA OBYYAIOLUMXCA ONA PASMELLEHUA
HA OPULIMATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogom MOSIOAEXM B MHTEpHETEe CTaHOBUTbCA Oonblle, a LWKOMbHUKA OAHWM U3 CaMbIX
aKTMBHbIX MONb3oBaTeNewn PyHeTa. Me>|<,u,y TéM, NOMMMO OrpoMHOIo Konun4yecrtea BO3MOXHOCTEMN, MHTEPHET
HeceT n I'IpO6J'IeMbI. OTa namsTka goImkHa NoMoyb Tebe 6e3onacHO HaxoaUTLCS B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbI  BUPYC - 3TO  PasHOBUAHOCTb  KOMMNBIOTEPHBLIX  Mporpamm,  OTNNYUTENBHON
OCOBEHHOCTBLIO KOTOPOW ABMSETCS CNOCOBHOCTb K pasMHOXeHUIo. B gononHeHme K aTomy, BUPYCbl MOTyT
nospeanTb U NOJTHOCTbIO YHUYTOXUTb BCE cbaﬁnbl N OaHHble, NOAKOHTPOJIbHbIE NoNb3oBaTesno, OT MMEHU
KoToporo Oblna 3anylieHa 3apaxeHHas nporpaMma, a Takke MoBpeauTb WU Aaxe YHUYTOXWUTb
onepaLMoHHYI0 CUCTEMY CO BceMu dhannamu B Liernom. B 6onblUMHCTBE criydaeB pacrnpoCTpaHsaTCH BUPYChI
yepes NHTEPHET.

MeToapl 3alMThI OT BPEOOHOCHLIX MPOrpamm:

1. Ucnonb3yit coBpemMeHHble onepaunoHHble CUCTEMbI, UMELLMe CepbesHblii YpOBEHb 3allnTbl OT
BPEAOHOCHbIX NPorpaMm;

2. MocTosiHHO ycTaHaBnMBal navTu (LMdPOoBbLIE 3annaTky, KOTOpble aBTOMATUYECKM YCTaHaBNMBaOTCS
C uenbo gopaboTku nporpammbl) U ApyrMe OBGHOBMEHMSI CBOEW onepaumoHHOM cuctembl. CkaumBam ux
TONbKO C ochmLmanbHoro canta paspabotumka OC. Ecnu cyLlecTBYeT pexxnm aBTOMaTtuy4eckoro oGHOBMEHMS,
BKIHOYM €ro;

3. Pabotan Ha cBoem KOMMNbOTEPE NOA4 npaBamMn MNoJb3oBaTeld, a He aaMWHWUCTpaTopa. 3710 He
no3BOJINT 6OJ'IbLUVIHCTBy BPEAOHOCHbIX NMporpamMmm UHCTanmMpoBaTbCA Ha TBOEM NMEPCOHAJIbHOM KOMMbIOTEPE;

4. Vcnomnb3yh aHTUBMPYCHble MpOorpamMMHble NPOAYKTbl  M3BECTHbIX  Mpou3BoauTenen, ¢
aBToMaTtmyecknum obHoBneHnem 6as;

5. OrpaHI/I‘-Ib (bVI3I/I‘-IeCKI/|IZ 0O0CTyn K KOMMNbOTEPY ANA MNOCTOPOHHUX NNLL;

6. cnonb3yi BHeLUHWE HOCUTENW MHOpMaLMK, Takne Kak dneLlka, guck unu camn u3 MHTEpPHETa,
TONBbKO U3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIBan KOMMbOTEPHbIE dainbl, NONyYEHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. Jaxe Te dawnsl,
KOTOpble Mpucran TBOW 3HaKOMbIR. JTyylie yTOYHM y Hero, oTnpasnsn nm oH Tebe nx.

Cetu WI-FI

Wi-Fi - 3T0 He BMA nepeaaun gaHHbIX, He TEXHOMOMS, a BCero nuwib opeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apermcrtpupoBana 6peHg "WECA", uto obo3Hauano cnosocoyetaHue "Wireless
Fidelity", koTopbIi nepeBoanTCcs Kak "0ecnpoBogHasi TOYHOCTL".

[o Hawero BpeMeHun gowna gpyras abbpesuaTypa, koTopasi ABNAETCA TakoW Xe TexHonormen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue BbINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TEXHWKM Hi-
Fi, 4uTo B nepeBoge o3Ha4aeT "BbiCOKasi TOYHOCTL".

[a, becnnaTHbI MHTEPHET-QOCTYN B Kadhe, OTENsAX M asponoprax SABASEeTCA OTIMYHOW BO3MOXHOCTLIO
BbIXO4a B WHTEPHET. Ho MHOrme sKkcnepTbl cumTaloT, 4To obwenoctynHble Wi-Fi cetm He saBnsioTca
©e3onacHbIMu.

CoBeTbl No 6e3onacHocTv paboTbl B 06LenocTynHbix ceTsix Wi-fi:

1. He nepepaBai CBOO NUYHYt0 MHopmaumio vepes obuwenoctynHele Wi-Fi cetn. Pabotas B HuX,
XenaternbHO He BBOOUTbL NMapoJin A0CTyNa, NNOrMHbl U Kakme-To HoMepa,

2. Vcnonb3yit u 0GHOBMA aHTUBMPYCHbIE NporpaMMbl M GpaHamayep. Tem cambiM Tbl 06e3onacuLlb
cebs OT 3aKauky BUpYyCca Ha TBOE YCTPOWCTBO;



3. Mpu ncnonb3osaHun Wi-Fi otknioun dpyHkumio "OBwmii goctyn k cavinam v npuHtepam”. [JaHHas
PYHKUMSA 3akpbiTa MO YMOMNYaHWIO, OOHAKO HEKOTOpble MOMb3oBaTenu akTMBUPYKT ee Ana ygoberea
ncnonb3oBaHus B paboTe unm yyebe;

4. He wcnonb3yn nybnuunbii WI-FI gna nepegayn nuyHbIX OaHHbIX, HanpuMep Ans Bbixoda B
coumanbHble CETU UMK B SNIEKTPOHHYI0 MOYTY;

5. Vicnonb3yn Tonbko 3aluuuieHHoe coeguHeHue 4veped HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoan umeHHo "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumio "Togkniovenne k Wi-Fi aBTomatudeckun”. He gonyckaw
aBTOMAaTMYECKOro NOAKITIYEHNsT ycTponcTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTn

COLI,I/IaJ'IbeIe CETN aKTUBHO BXOOAT B HalWly XW3Hb, MHOIrne nogn pa60Ta+0T N XXMUBYT TaM MOCTOAHHO, a
B Facebook yxe 3aperMctpyMpoBaH MunnMapz YenoBek, 4YTO SABMSETCSs OOHOW CeabMOW BCEX XUTenew
nnaHeTbl. MHOrMe nonb3oBaTeny He MOHUMALOT, YTO MHAOPMaLUS, pa3MeLLeHHaa MU B COLMarnbHbIX CETSX,
MOXeET ObITb Hall4eHa U UCNONb3oBaHa keM YrogHo, B TOM Yucrie He 06s13aTenbHO ¢ 6narmmm HamepeHusamu.

OcHoBHble coBeTbl M0 6€30MacHOCTM B COLMarbHbIX CeTAX:
1. OrpaHunyb cnucok gpysen. Y Tebs B Apy3bsX HE AOMKHO ObiTb CryvanHbIX U HE3HAKOMbIX MOAEN;

2. 3alumuian cBot 4YacTHYH XU3Hb. He ykasbiBai naponu, TenedoHsl, agpeca, AaTy TBOEro poXxaeHUs
W OPYryl0 NIMYHYIO MHpopMaumio. 3MoyMbILLNIEHHUKMA MOTYT UCMOSb30BaTh AaXe MHAOPMAaLMIO O TOM, KakK Tbl
1 TBOW POOUTENN NITAHNPYETE NPOBECTU KaHWKYIbI;

3. Bawmwan cBo penyTauuio - epXu ee B YMCTOTe 1 3agaBan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrve nonb3oBatenu BWAenW, 4YTO Tbl 3arpyxaewb? [logyman, npexge 4em 4TO-TO oOnybnukosaThb,
HanucaTb 1 3arpysuTb;

4. Ecnn Tbl roBopuilb C J110AbMU, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yl7I CBOe pealibHOe UMA U OPYryro
JINYHYHO VIHCbOpMaU,VIVIZ NM4A, MECTO XUTEJbCTBA, MECTO yqe6b| n npoyee,;

5. N36eran pasmelleHns cotorpacui B NHTepHeTe, rae Tbl n3obpaxeH Ha MECTHOCTU, NO KOTOPOM
MOXHO onpeaennTb TBOE MECTOMNOMNOXEHME;

6. Mpu perucTpaumn B coumanbHOn ceT HeoBX0AMMO UCMONb30BaTh CIIOXKHbIE Naposiv, COCTOSLLME U3
GYKB M LMP 1 C KOTMYECTBOM 3HAKOB He MeHee §;

7. Ona coumanbHOM ceTu, NoYTbl U APYrnX CanToB HEOBXOOUMO MCMNONb30BaTh pasHble naponu. Toraa
ecnn Tebs B3NOMatoT, TO 3MOYMbILLIIEHHUKM NONyyaT AOCTYN TONbKO K OOQHOMY MECTY, a He BO BCe cpasy.

3neKTp0|-||-|b|e AeHbrun

OneKTPOHHbIE [OeHbMM - 3TO O4YeHb YAOOHLIN cnoco® nnaTexewn, OAHAKO CYLECTBYHT MOLUEHHMUKM,
KOTOpble XOTAT NOMyYnTb 3TN AEHbIU.

SJ'IeKTpOHHbIe OeHbrn noABUNMCb coBceM HeJaBHO U UMEHHO M13-3a 3TOro BO MHOIMX rocygapcreax ao
CMX nop He nNponnucaHo Npo HMUX B 3aKOHax.

B Poccum e oHu (byHKLI,VIOHI/IpyIOT N O HUX yXXe NponncaHo B 3aKoHe, rge nx pasgendrT Ha HECKOJ1bKO
BWOOB - aHOHWUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTcd
nposBognTb onepauunn 6es VID,eHTVICbVIKaLI,VII/I nonb3oBatesyid, a B HEaHOHUMHbIX VIﬂ,eHTVIq)VIKaLI,VIFI
nonb3oBaTens siBNAeTcs 06a3aTenbHON.

Takxke cnegyeT pasnuyaTtb 3NIEKTPOHHblIe C*)I/IaTHbIe OEeHbIn (paBHbI rocyaapCTBEHHbIM Ba.l'IIOTaM) n
QNEKTPOHHbIE HerMaTHbIe OeHbIn (He paBHbI rocyaapCTBEHHbIM BaJ'IPOTaM).

OcHoBHble coBeTbl N0 6e3onacHov paboTe C ANEeKTPOHHBIMU AEHbramu:
1. MNpuBsXM K cHeTy MOBUNbHLIM TenedoH. OTO caMbln YAOOHBIN M BbICTPLIN CNOCO6 BOCCTAHOBUTL

aocTyn K cyety. NpuBAsaHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBON NNAaTeXHbIW Naponb Unu 3angellb
Ha CalT C HE3HaKOMOrO YCTPONCTBA;



2. Wcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIEHHYHO aBTopu3auuio Tebe yxe He
OymeT yrpoxaTtb ONacHOCTb KpaXku Uinn nepexeara nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. MNMpecTynHukam Oyget He NPOCTO yragaTtb CrOXHbIA naponb. HagexHble
naponu - aTo Naponu, KoTopble coaepaT He MeHee 8 3HaKOB M BKMOYaloT B cebs CTPOYHbIE U MPOMNUCHbIE
OykBbl, UMMPLI U HECKONBbKO CMMBOJSIOB, Takme Kak 3HaK donnapa, yHTa, BOCKNMUATENMbHbLIA 3HAK U T.M.
Hanpumep, $tRONng!;;

4. He BBOAW CBOM NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBEpSELUb.
AneKTpoHHaA noyTa

OneKTPOHHas noyTa - 3TO TEXHONOMMS U NpPeaoCTaBNsieMble el YCNyrM No Nepechinike 1 NnonyYyeHuio
3MEKTPOHHBLIX COOBLLEHWA, KOTopble pacrnpedensTcss B KOMMbloTepHoW ceTu. OBbIMHO 3MEKTPOHHbIN
MOYTOBbIM LMK BbIMSAOUT credylowmnm obpasoM: KMs_ronb3oBatens@umsi_aoMeHa. Takke Kpome
nepenayun NpoCcToro TeKcTa, UMeeTcsi BO3MOXHOCTb NepedaBaTh aiinbl.

OcHoBHble coBeTbl N0 6esonacHon paboTe ¢ ANEKTPOHHOM NOYTON:

1. Hapgo BbIGpaTb NpaBunbHbIA NOYTOBLIA CeEPBUC. B MHTEpPHETE €CTb OrPOMHbIV BbIOOP GecnnaTHbIX
NMOYTOBBLIX CEPBMCOB, OAHAKO Nyylle JOBEPATb TEM, KOO 3HAELLUb M KTO NePBbI B PENTUHTE;

2. He ykasbiBam B NWYHOW MO4YTE NMYHYK uWHdopMauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIV_daHaTt@" unm "pok2013" Bmecto "temal3";

3. Wcnomnb3yn pByxaTanHyto aBTopu3auuto. OTO Korga NOMMMO Maponsi HY)XHO BBOAUTL Kop,
npucbinaembli no SMS;

4. Bbibepu cnoxHbeln naponb. [Ons Kaxgoro novTOBOro slMKa AOMKEeH OblTb CBOW HaAeXHbIR,
YCTONYMBBIN K B3NOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIUYHBIN BOMPOC, UCMOMb3Y 3TY BO3MOXHOCTb;
6. Mcnonb3ym HeCKONbKO MOYTOBBLIX SLWMKOB. [lepBbid Anis YacTHOW Mepenuckn C agpecaTamu,
KOTOpbIM Thbl AOBepSeLlb. OTO ANEKTPOHHbIM aapec He Hago MCNomb30BaTh NpU perncrpauumn Ha opymax u

camnTax;

7. He oTkpblBan hanrnbl U Apyrne BAOXEHUS B NUCbMAax, Aaxe eCnu OHU NPULLIKU OT TBOUX ApY3emn.
Jlyywwe yTouHn y HMX, oTNpaBnsany nvm oHn Tebe atu channel;

8. MNMocne okoH4yaHWst paboTbl HA NMOYTOBOM CEPBUCE NEPEA 3aKpbITMEM BKNagKM C CanTom He 3abyab
HaxaTb Ha "Bbiatn".

KnbepOynnuHr unm BuptyanbHoe nsgeBaTtenbCTBO

KnbepOynnuHr - npecnegoBaHne COOGLUEHUSIMU, COAEPXallMMU  OCKOpONeHusi, arpeccuio,
3anyrvBaHue; XyJiMraHcTBo; coupansHoe 6oKoTPOBaHMEe C NOMOLLBIO PasnnyHbIX MHTEPHET-CePBUCOB.

OcHoBHble coBeTbl M0 6opbbe ¢ knbepbynnMHrom:

1. He Gpocarica B 6own. Jlyqwmii cnoco6: nocoBeToBaThCsl kak cebsi BECTM M, €Cnn HET TOro, K KoMy
MOXHO o06paTuTbCcsl, TO BHayane YycriokouTbesi. EcnmM Tbl HayHelwb oTBeYaTb OCKOPGMEeHUAMM Ha
OCKOpPOeHUs, TO TOSbKO eLle Gorblue pas3oXokeLlb KOHMSINKT;

2. YnpaBnsu cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTBleT cnocobbl BbISCHUTb, KTO CTOMUT 3a aHOHWMHbLIM
AdKKayHTOM;

4. He cTOMT BECTM XynUraHckuii obpas BMpTyanbHOW XunsHu. IHTepHET ouKcupyeT BCe TBOU AENCTBUS
N coxpaHsieT ux. YaanuTb ux OyaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogan ceoto BUPTyarbHYH YeCTb CMOMOAY;



6. WrHopupym eguHumyHbin HeratuB. OpHopasoBble OCKOpOMTEMbHble COOOLWEeHMs  nydlle
urHopmpoBaTtb. OGbIYHO arpeccus NpekpaLlaeTcs Ha HaYanbHOW CTaguu;

7. baHn arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMU COODLLEHMAMM, B COLUMAnbHbIX CETSX eCTb
BO3MOXHOCTb 6J'IOKVIDOBKVI oTnpaBKu coobueHun ¢ onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb kubepbynnuHra. TBOM AeNCTBUS: BbICTYNUTb MPOTMB MNpecnenoBaTtens,
nokasatb €My, 4YTO €ero [AeiCTBUS OLEHUBAKOTCA HeraTuBHO, MNoaAepXaTb >KEepTBY, KOTOPOM HyXKHa
ncmxonormyeckas NomoLLb, COOOLLNTbL B3POCHbIM O (haKTe arpeCC1BHOIO NOBEAEHMWS B CETU.

Mob6unbHbIN TenecoH

CoBpeMeHHble cMapTgOHbI U NNaHLWeTbl cogepxaT B cebe BrionHe B3pochblit oyHKLMOHan, U Tenepb
OHM MOTYT KOHKYPWMpOBaTb CO CTaUMOHapHbIMU KoMmnbloTepamu. OgHako, CPeacTB 3aluTbl ANs NoAobHbIX
YCTPOWCTB MoKa 04YeHb Masno. TeCTUpOBaHME M MOWCK YA3BUMOCTEW B HUX MPOVCXOAUT He Tak UHTEHCUBHO,
kak ans MK, To e camoe kacaetcsl U MOOUIbHbLIX MPUITOXKEHW.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe npakTu4vyeckn AorHanu HacTolnbHble aHanoru, oaHako
pacwmnpeHune (byHKLI,I/IOHaJ'la Bne4eT 3a cobon 60]'IbLIJy}O CINOXHOCTb M MEeHbLUYI0 3allULLEeHHOCTb.

[laneko He Bce NpOW3BOAWTENW BbIMYCKalOT OGHOBIIEHUS!, 3aKpPbIBAOLLME KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTU MOBUIbLHOro TenedoHa:

Hwu4yero He aBnsieTcs no-Hacrtodwemy BGecnnaTHbIM. Eyp,b OCTOpPOXeEH, Bedb Koraa Tebe npegnaratoT
©ecnnaTHbIA KOHTEHT, B HEM MoryT ObITb CKPbITbl KakKne-To nnaTtHble YCIyru;

Oyman, npexge vyem otnpaBuTb SMS, doTo nnm Bugeo. Tbl TOYHO 3HaeELWb, rae OHW ByayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBNATE ONepaunoHHY0 CMCTEMY TBOEro CMapTdoHa;
Vcnonb3yn aHTUBMPYCHbIE NPOrpamMmmbl Anst MOOUNbHLIX TenegoHoB;

He 3arpy>|<a|7| npunoXxeHna OoT HEM3BECTHOIo MCTOYHMKa, Bedb OHWM MOryT codepXaTb BpeaOHOCHOEe
nporpaMmmMmHoe obecneyeHue;

lNocne TOro kak Thbl BbiMAEWb C canTa, rge BBOAWST JNIMYHYK WMHGOpMauMio, 3arMan B HaCTPOWMKM
Opaysepa u yganu cookies;

Mepuoaunyeckn npoBepsn, Kakme nnaTHble YCnyrm akTMBUpOBaHbl HA TBOEM HOMEPE;
[aBarn cBo HoMep MOBUNBHOIO TenedoHa TOMbKO FOAsIM, KOTOPbIX Thl 3HAELLb 1 KOMY OBEpPSiELLb;

Bluetooth gomkeH 6bITb BbIKMOYEH, KOrda Thl UM He nonb3yelwbesd. He 3abbiBan MHorga npoBepsTb
3TO.

Online urpbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO KPACOUHble, 3axXBaTbiBalOLME pa3BrieyYeHns, 06beanHsaoLWME COTHM
TbICSIY YerioBek No BCEMY MUPY. MIrpokn UccneayoT AaHHbIR UM MUp, 06LWakoTesa Apyr ¢ APYroM, BbIMOSHSAOT
3afaHnsi, cpaXalTCsi C MOHCTpaMu M Mony4vatoT onbiT. 32 YAOBOMbCTBME OHWU NMNATAT: MOKYMatT AMUCK,
onra4yMBatoT abOHEMEHT Unu NpMobpeTaroT Kakne-To OnuumMm.

Bce atn cpencrtea mayT Ha nognepXxaHme u pasBuUTUE UIpbl, a TakKkKe Ha cCaMy ©e3onacHoCTb:
COBEPLLUEHCTBYKOTCA CUCTEMbl aBTOpu3auunn, BbINYCKAKTCA HOBbIE MNMaTyn (LI,VI(prBbIe 3annaTtkn  and
nporpaMM), 3aKpbIBAKTCA YA3BMMOCTU CEpBEPOB.

B nogo6HbIx nrpax CTout onacatbCA He CTOSIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro napornd,
Ha KOTOPOM OCHOBaHa cuctema aBTopu3auunm SonblKnHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTY TBOETO UrpoOBOro akkayHTa:



1. Ecnn gpyron urpok Beget cebst nnoxo nnu cosgaeT Tebe HenpuaTHOCTKM, 3abnokupyn ero B cnvcke
UrpOKOB;

2. I'Io>|<anyl7|09 agMUHUCTpaTopaM Urpbl HA NJIOXOE€ NnoBegeHne 3Toro Urpoka, XernartenbHOo NpPUNoXnTb
KakKune-To AoKasaTtesribCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnyHyo nHgpopmaumio B npodainne vrpsl;
4. YBaxan gpyrmx y4acTHUKOB MO Urpe;

5. He ycTaHaBnmBam HeommanbHble NaTtin u Moapl;

6. Mcnonb3yn cnoxHele 1 pasHble naponu;

7. Jaxe BO BpeMA Urpbl He CTOUT OTKIMHOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOW KOMMNbKOTEP MOTyT
3apa3nTb.

PUWKNHT UK KpaXxa NMNYHbIX AaHHbIX

OOGbIYHOW Kpaxken AeHer U AOKYMEHTOB CEerofHs y)Ke HUKOrO He yAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOMNI 3N0YMbILLFIEHHUKN NEPEMECTUMNNCL B UHTEPHET, M NPOSOIMKAOT 3aHMMaThCA "NMobrmbiM” Aenom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA WNU (OULLMHE, [faBHas Lenb KOTOPOro
COCTOUT B MOMyYeHUM KOHPUAEHUMANbHbIX AAHHbLIX NONb3oBaTenen - IOrMHOB M naponen. Ha aHrmmnckom
a3blke phishing untaeTcs kak dovwmHr (ot fishing - peibHasa noensi, password - naporb).

OcHoBHble coBeTbl M0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBOUM AdKKayHTOM. Ecnn TbI noaospeBaellb, YTO TBOA aHKeTa Oblna B3rlomaHa, TO
Heobxoanmo 386]'IOKVIpOBaTb ee n coodbwuTb agMUHUCTPaTopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Nicnonb3yi 6e3onacHble BeO-canTbl, B TOM YMCNE, UHTEPHET-Mara3vHOB U MOUCKOBbLIX CUCTEM;

3. Wcnonb3syih crnoxHble W pasHble naponu. Takum o6pasom, ecnu TeGsa B3noMaloT, TO
3/10YMbILLTIEHHVKM MofyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MpoduIio B CETU, a HE KO BCEM;

4. Ecnu Tebsa Banomanu, To He06XxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0OaBneHbl y
Tebs B Opy3bsx, O TOM, 4YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHn Byger paccbinarbCs cnam u
CCbIfKM Ha PULIMHIOBbIE CanThl;

5. YcraHoBu HagexHbi napornb (PINe) Ha MOBUMbHEIN TenedoH;
6. OTkNIoYM coxpaHeHue naponsi B bpaysepe;

7. He oTkpblBan hanrnbl U Apyrne BAOXEHUS B NUCbMax, Aaxe eCnu OHU NPULLN OT TBOUX ApY3emn.
Jlyywe yTouHM y HMX, oTNpaBnsany nvm oHn Tebe atu channeoi.

LUundpoBas penytauus

Lincdpoeas penytauuss - 9STO HeratuBHasi WM MNO3UTMBHasA uHGopmaumss B cetu o Tebe.
KomnpomeTtupytowlas nHdopmaums, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbiM 0bpa3om OTpasnTbes
Ha TBOen peanbHOW >Xu3HW. “"LincbpoBas penytaumsa” - 370 TBOW UMMUOAX, KOTOPbIA POpMUPYeTCA U3
WHopmaumm o Tebe B UHTEPHETeE.

TBOE MECTO XUTENbCTBA, yLIGGbI, TBOE (bVIHaHCOBOG nonoXeHune, 0CoOBEHHOCTU XapakTtepa n pacckasbl
0 BGnN3KKX - BCe 3TO HaKannMBaeTcs B CETU.

MHorne noapoCTKM NErkoOMbICNIEHHO OTHOCATCS K My6nukaumMm nnuyHon nHdopmaumm B MHTepHeTe, He
NOHMMasa BO3MOXHbIX MOCMEACTBUN. Tbl Jaxe He CMOXelb foragatbCa O TOM, 4YTO dhoTorpacdms,
pasMelleHHas 5 net Hasag, cTana NPUYNHON oTkasa NpUHATL TebsA Ha paboTy.

KOMMeHTapI/IVI, pa3mMelleHne TBomnx (bOTOFpaCbMVI n gpyrune nencTeus MOTYT HE NUCHE3HYTb aXe nocre
TOro, Kak Tbl UX yOarnuilb. Tbl He 3Haelb, KTO COXpaHun 3Ty VIH(*)OpMaLI,I/IIO, nonasna Jnn oHa B NOWCKOBbIE
CUCTEMbI N COXpaHuMacb Jin OHa, a MMaBHOoe: 4YTO nNogymMaroT O Tebe OKpyxawuwjune nogn, KotTopblie HaVIﬂ,yT n



yBUOAT 3T0. HanTn nHdopmaumio MHOro fneT cnycTs CMOXeT Nobon - kak M3 AobpbIX NOBYXAeHWUA, Tak 1 C
HaMepeHneM NPUYNHNUTL Bped. OTO MOXKET BbITb KTO YrOgHO.

OcHoBHbIe COBETHI MO 3aLLMTe UMPOBOIM penyTaumm:
1. MNogyman, npexae Yem 4To-To NybnmkoBaTh 1 Nnepefaeatb y cebs B 6riore nnm B coumanbHOM CeTu;

2. B HacTporkax npodunga ycTaHOBM OrpaHnyYeHns Ha NpoCcMOoTp TBOEro Npoduns 1 ero coaep>XMmoro,
caenan ero Tonbko "Anga apysen”;

3. He pasmelan n He ykasbiBa MHOpMaLNIO, KOTOpasi MOXET KOro-nnbo ockopbnsTb nnmn obmxatb.
ABTOpCKOe npaBo

CoBpeMeHHble LUKONbHUKM - akTUBHbIE Nonb3oBaTenu uudposBoro npoctpaHcTea. OgHako ganeko He
BCE 3HAlOT, YTO MOMb30BaHNWE MHOMMMW BO3MOXHOCTSIMU LMppoBOro Mupa TpebyeT cobniogeHus npas Ha
WHTENMeKTyanbHyto COBCTBEHHOCTb.

TepMUH "MHTEnnNekTyanbHas COOGCTBEHHOCTb" OTHOCMTCS K PasfUYHbIM TBOPEHUSIM YENOBEYECKOro
yMa, HauMHasi C HOBbIX M300peTeHuii 1 3HaKoB, 06Go3HavYalLWmMX COBCTBEHHOCTb Ha MPOAYKTbI U YCIyru, U
3akaH4MBasi KHuramu, otorpadunsamm, KUHOPUIIbLMaMU U My3blKarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MnpaBa - 3TO NpaBa Ha MWHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha MPOU3BEAEHUS HayKu,
nutepaTypbl M UCKycCTBa. ABTOpPCKME MpaBa BbICTYNawT B KayecTBe rapaHTUm TOro, 4To
WHTENNEKTYanbHbIA/TBOPYECKUA TPy aBTopa He OyaeT HanpacHbIM, JAcT eMy CNpaBeanvBbie BO3MOXHOCTHU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyyYnTb M3BECTHOCTb WM Npu3HaHuve. Hukto 6e3 paspelueHus
aBToOpa He MOXEeT BOCMPOM3BOAUTHL €ro Mpou3BedeHue, pacrnpocTpaHaTb, MyOnMMYHO OEMOHCTPMPOBATh,
npogasaTk, MMMOPTMPOBATb, NyckaTb B NPOKaT, NybNMYHO MCMOMHATb, NOKa3biBaTb/MCNOMNHATE B adhmpe nnm
pasmewyatb B IHTepHeTe.

Mcnonb3oBaHue I'I'II/IpaTCKOFO" nporpamMmmMHoOro obecneveHns MOXeT npnBectn K MHOMMM pUCKaM: OT
noTepn OaHHbIX K TBOMM aKKayHTam 00 6]'IOKI/IpOBKI/I TBOEro yCTpOIZCTBa, rae ycrtaHoBllieHa HeneranbHas
nporpamMma. He cTtout Takke 3abblBaTb, 4TO CyLLEeCTBYIOT JNneranbHble U becnnaTtHble nporpamMmmsbl, KOTOpble
MOXHO HaNTKN B CETWU.

O noprane
CeTeBnYOK.pdh - TBOW MMaBHLIN COBETYMK B CETU. 34ECb Thl MOXeELUb Y3HaTb 0 6e3onacHoOCTU B CETU

NMOHATHLIM U OOCTYMNHbLIM A3bIKOM, @ NpU BO3HUKHOBEHUUN KpVITVI‘-IeCKOVI cuTyauumn 06paTVITbCFI 3a coBeToM. A
TakKKe NPUHATb y4acTue B KOHKypCax U CTaTb CaMbIM LlI/ICppOBbIM Fpa)K,D,aHI/IHOM!



MpunoxeHne Ne 3
NAMATKA And POOUTENENA OB MHO®OPMALIMOHHOW BE30MNACHOCTU OETEN

OnpeneneHne TepMmuHa "MHdopMaumoHHas ©Oe3onacHocTb aAeten" cogepxutcs B PepepanbHoOM
3akoHe Ne 436-d3 "O szawmte geten oT MHOPMALUUKN, NMPUYUHSAIOWEN Bpend MX 300POBbI0 U pasBUTUID",
PEryrnMpyroLWMM OTHOLUEHMS!, CBA3aHHbIE C 3alLMTON JAeTer OT MHAOPMaLMK, MNPUYMHSIOLENA Bpen WX
300poBblo U (Mnn) pa3suTuo. CormacHo JaHHOMY 3aKOHY "MHGOpMauMoHHas 6e3onacHocTb aeten” - aTo
COCTOSIHVE 3aLUMLLEHHOCTU, NMPU KOTOPOM OTCYTCTBYET PMUCK, CBSI3@HHbIA C NMPUYUMHEHUEM MHOpMaUUen
BpeAa VX 340pOBbLo U (MNK) PU3NYECKOMY, MCUXUYECKOMY, YXOBHOMY, HDaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®epepanbHoro 3akoHa Ne 436-®3 unHdopMauuen, NpUUMHSAIOLWEN Bpea 340POBbLI0 U (UNn)
pasBUTUIO OeTen, ABNSeTCs:

1. IHbOpMaLUUs, 3anpeLLeHHas ans pacnpocTpaHeHus cpean AeTeun;

2. nHdopmaums, pacnpocTpaHeHne KOTOPOM OrpaHUYeHo cpeau AeTen onpedeneHHbIX BO3PacTHbIX
KaTeropum.

3. K nHopmaumm, 3anpeLLeHHon ansa pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. nHcdbopmaums, nobyxgaroLas geTen K COBEPLUEHNIO AENCTBUIA, NPeACTaBNSAoLWNX YIrPo3y MX KU3HU
1 (UNK) 300pOBbIO, B T.4. MPUYMHEHNIO Bpeda CBOEMY 300pPOBbI0, CaMOybUNCTBY;

5. cnocobHOCTb BbI3BATb Yy neTen xenaHue yl'IOTpe6VITb HapKOoTU4ecKkne cpencrtea, NCUXOTPOMNHbIE U
(VIJ']I/I) ogypmaHuBarwuime BellecTsa, TabayHble usgenus, allkoronbHyK U cnupTocodepiKallyo npoaykuuio,
NMMBO N HaNUTKU, U3rotaBiiMBaeMble Ha €ro OCHOBE; MNPUHATb y4YacCTue B al3apTHbIX Urpax, 3aHUMaTbCA
I'IpOCTVITyLI,VIeIZ, 6pO,EI,FI)KHVI‘-IECTBOM mnnm I'IOI'IpOLU&VIHVI'-IGCTBOM;

6. obocHoBbIBalOLWas WnuM onpasfpiBalowas AONYyCTUMOCTb Hacunus u (UNKn) XeCcToKocTu nmnbo
nobyxpaatoLlas ocyLeCTBNATbL HACUIbCTBEHHbIE AENCTBUS MO OTHOLLUEHWUIO K NIIOASM U XXUBOTHbIM;

7. oTpuualoLlas ceMeiiHble LEHHOCTU U hopMUpyloLasl HeyBaXxeHUe K poauTensm u (Mnu) apyrum
yneHam cembM;

8. onpasabiBaloLlaa NpoTneBonpaBHOE NoBeaeHNE;
9. copepxallas HeLleH3ypHYyo GpaHb;
10. copepxawasa nHdopmMaL Mo NopHOrpadnu4eCcKoro xapakrepa.

K uHdopMaLuum, pacnpocTpaHeHne KOTOPOM OrpaHMYeHo cpedu OeTel onpeaereHHoro Bo3pacTa,
OTHOCUTCS:

1. MHdOpMauus, NpeacTaBnsemMas B BUae M300paXKeHNs Un OnmMcaHusi XXeCcToKOCTU, hu3nyeckoro u
(MNn) NCUXMYECKOro HACKUNUS, NPECTYNNEHUS UIU MHOTO aHTUOBLLECTBEHHOMO AeNCTBUS;

2. Bbi3blBatoLLast y aeten CTpax, yXac Unn naHuky, B TH. npeacrasndeMasd B Buae |/|306pa>|<eH|/|ﬂ mnnm
onmcaHmA B yHl/I)KaIOLLI,eI7I yenoBe4dyeckoe [OOCTOUHCTBO cbopme HEeHaCUNbCTBEHHOM cMepTHn, 3aboneBaHus,
CaM0y6VII7ICTBa, HeCYaCTHOro cny4asa, aBapumn unun KaTaCTpO(*)bI n (I/IJ'IVI) WX NOCNeacTBun;

3. npeacraBngemasi B BUae M300paKeHUs UM onmcaHusi NosioBbIX OTHOLLUEHWUI MEXAY MYXXYMHOM U
YKEHLLMHON;

4, coaepxawaa 6paHHbIe CnoBa " BblpaXXeHnA, He OTHOCALLMECA K HeueHsypHon 6paH|/|.

C yyeTom aTtoro Bam npepgnaratotcsa npasuna pabotbl B cetn VIHTepHeT Ans pasnmnyHbIX BO3PaCTHbIX
KaTeropun, cobniogeHne KOTopbIX NO3BONUT 06ecnednTb MHpOpMaLMOHHYH0 6e30MacHOCTb BallMxX AeTen.

O6wwue npaBuna ans poautenen
1. HesaBucumo oOT Bo3spacTa pebeHka wcnonb3yWTe nporpammHoe obecneyeHve, nomoraroLlee

UNLTPOBaTb U KOHTPONMPOBATL MHAOPMALINIO, HO He MonaranTecb NOMHOCTLIO Ha Hero. Balle BHUMaHue K
pebeHKy - rmaBHbIil METOA, 3aLLUTLI.



2. Ecnu Baw pebeHOK MMeeT akkayHT Ha OQHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENbHO M3ydnTe, Kakyld MHAOPMaLMIO MOMELLAT €ro Y4YacTHUMKM B CBOUX
npocdunsx u bnorax, Bkrovas dotorpacdun n BuAeO.

3. MpoBepbTe, C KAaKUMKU APYrMMKU caiTamMu CBsi3aH coumanbHbI cepeuc Bawero pebeHka. CTpaHuyku
Baluero pebeHka mMoryT 6blTb Ge30MacHLIMU, HO MOTYT U cofepKaTb CChIIKN Ha HexenaTernbHbIe U OnacHble
CalTbl (Hanpumep, NMOPHOCAWT, UMK CaT, HA KOTOPOM APYr YNOMMHAeT HOMep COTOBOro TenedoHa Balero
pebeHka nnv Baw gomaluHuii agpec)

4. MNoowpsnte Bawwux geten coobwate 060 BCeM CTpaHHOM UMM OTTaNKMBAKOLWEM U HE CIMLUKOM
OCTPO pearvpymnTe, Koraa OHW 3TO AenaroT (U3-3a onaceHus NOTepsiTb AOCTYN K VIHTEpHeTY AeTu He roBOpsT
poauTensm o npobnemax, a Takke MOryT Ha4aTb UCMoNb3oBaTh VIHTEPHET BHE JOMa U LUKOSbI).

5. bygbTe B Kypce ceTeBon *u3Hun Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B VIHTEpHET Tak
Xe, Kak UHTepecyeTechb pearnbHbIMU ApY3bsMU.

BospacT oT 7 go 8 net

B NHTepHeTe pebeHok cTapaeTcs NOCeTUTb Te UMW UHble CailTbl, 8 BO3SMOXHO W YaTbl, pa3peLleHne Ha
noceLleHne KOTopbiX OH He nomny4un 6bl oT poauTenei. MoatomMy poauTensaMm ocoGeHHO nornesHbl ByayT Te
OTYeTbl, KOTOpble MNPeaoCTaBMnAlTCA NporpaMMamy Mo OrpaHUYEeHuo ucnomnb3oBaHusa WHTepHeTa, T.e.
Poautenbckuii KOHTPOMNb UMMM TO, YTO Bbl CMOXETe YBWAETb BO BpPEeMEHHbIX (painax. B pesynbrate, y
peGeHka He OyOeT OLIYLIEHWUS, YTO 3a HUM BedeTcsl MOCTOSIHHbIA KOHTPOSb, OAHAaKo, poauTenu GyayT no-
npexHeMy 3HaTb, Kakue cailTbl mnocewjaetr Ux peGeHok. [eTu B AaHHOM Bo3pacTe obragatoT CUIIbHbIM
YYBCTBOM CE€MbMU, OHM IOBEPUMBLI U HE COMHeBaloTca B aBTopuTeTax. OHU MOBAT urpatb B CETEBLIE UIPbI U
nyTellecTsoBatb Mo WHTepHeTYy, WCMonb3ys OSMNEKTPOHHYI MOYTYy, 3aXOAMTb Ha calTbl M 4YaTbl, He
peKkoMeHO0BaHHble PoaAUTENAMN.

CoBeTbl No Ge3onacHocTu B cetn MIHTepHeT ansa neten 7 - 8 net

1. Co3pawnite CNUCOK AOMAaLUHMX MpaBun nocelleHnst IHTepHeTa npu ydactun geten n Tpebynte ero
BbIMOMNHEHUS.

2. Tpebynte oT Bawero pebeHka cobnogeHnss BPEMEHHbIX HOPM HaxOoXOEHUS 33 KOMMbHTEPOM.
MokaxunTe pebeHky, 4To Bbl HabnogaeTe 3a HMM He MOTOMYy 4YTO Bam 3TO xouetcsi, a mMOTOMy 4TO Bbl
Becnokoutechb 0 ero 6e3onacHOCTM 1 BCerga rotoBbl €My NoMoYb.

3. KomnbtoTep ¢ nogkntoyeHmem K IHTEpHETY JOIMKEH HAaXoaUTbCA B 0bLLEen KoMHATe Nog NPUCMOTPOM
poauTenen.

4. Vicnonb3yiTe cneuunarnbHble 4eTCKUE MOUCKOBbIE MaLLMHBbI.

5. |/|CI'IOJ'II:3yﬁT6 cpencrtea 6ﬂ0KMpOBaHI/|F| HeXenaTteribHOro KOHTEeHTa KaK [[onoJiHeEHnEe K
CTaHOapTHOMY PO,EI,MTeJ'IbCKOMy KOHTPOIO.

6. Co3ganTe ceMerHbIN 3NEKTPOHHbIN ALWUK, YTOObI HE NO3BONUTL AETAM UMETb COOCTBEHHbIE agpeca.

7. EJ'IOKI/IpyI7ITe nocrtyn K cantam ¢ OecnnaTHbIMA MOYTOBbIMW  SILLIMKAMWU C  MOMOLLIbHO
COOTBETCTBYHOLLEro nporpaMmmMmHoOro obecneyeHus.

8. Mpuyunte petent coBeToBaTbCsA C Bamu nepen onyGrnMKoBaHMEM KakoOW-NMGO WHopmaumm
cpeacTBaMu SNEKTPOHHOW MOYThI, YaToB, PErMcTpaLnoHHbIX popM 1 npodunen.

9. Hayunte peten He 3arpyxaTtb davinbl, NporpaMmbl NN My3biky 6e3 Ballero cornacusi.
10. He paspeluarite geTsM Ucnosb3oBaThb Cny»0bl MTHOBEHHOTO 06MeHa coobLLeHnAMM.

11. B "Genbin" cnucok camToB, paspelleHHbIX Ans NoceLleHns, BHOCUTE TOMbKO CalTbl C XopoLluen
penyTaunen.

12. He 3abbiBanTte OecepoBatb ¢ AeTbMu 06 mx Opy3bsix B UHTepHeTe, kak ecnv Obl peyb Lina o
OPY3bsiX B pearibHOM KU3HMW.

13. He penante "taby" n3 BOMPOCOB MOSIOBOW XW3HW, Tak kak B WHTepHeTe OeTn MOryT nerko
HaTKHYTbCS Ha NopHorpaduio Unu canTsl "ANg B3pocrbIX".



14. TNpuyuute Bawero pebeHka coobwatb Bam O MOObLIX Yrpo3ax UNU TPeBOrax, CBSA3AHHbIX C
MHTepHeToM. OcTaBanTecb CMOKOMHBIMW W HanoMHUTE OeTsaM, 4TO OHM B 6GesonacHocTu, ecnv camwu
pacckasanu Bam o cBouX Tpeorax. [oxBanuTe nx 1 NocoBeTyrTe NOAOWTM eLle pas B NogOOHbIX Criyyasix.

BospacT getent ot 9 oo 12 net

B paHHOM BO3pacTe OeTu, KakK npaBuso, yxe HaclbillaHbl O TOM, Kakad I/IH(bOpMaLI,VIS'-I CcyLiecTtByeT B
MHTepHeTe. COBepLLIeHHO HOpPpMaJibHO, YTO OHU XOTAT 3TO yBUAETb, NPOYeCTb, yClbllaTb. npl/l 3TOM HYXHO
NOMHUTb, YTO AOCTYN K HeXenaTesibHbIM MaTtepuanam MOXHO J1erko 366ﬂOKI/IpOBaTb npn nomMmoLn cpeacrts
Poautenbckoro KOHTPOJIA.

CoBeTbl No 6e3onacHocTy anga aeten ot 9 go 12 net

1. Co3gaiTe CNUCOK JOMALLHUX MpaBun NoceleHnst VIHTepHET npu yyYacTum geten u Tpebyite ero
BbIMOJIHEHUA.

2. TpebynTe oT Bawero pebeHka cobntoaeHns HOPM HaxoXaeHUst 3a KOMMbIOTEPOM.

3. Habniogante 3a pebeHkom npu paboTe 3a KOMNbLIOTEPOM, MOKaXuTe emy, 4to Bbl BecnokouTtech o
ero 6e3onacHoOCTU 1 BCeraa rotoBbl OKka3aTb eMy NOMOLLb.

4. KomnbloTep ¢ noakntodeHneM B VIHTEpHET JOImMKeH HaxoauTbesl B 0bLLE kKoMHaTe nog NpUcMOTPOM
poauTenen.

5. |/|CI'IOJ'II:3yl71Te cpenctea 6n0|<v|posaH|/|;| HeXxernaTternbHOro KOHTEeHTa KaK [[OonofiHeEHne K
CTaHOapTHOMY PO,EIMTeJ'IbCKOMy KOHTPOMO.

6. He 3abbiBaliTe NpMHMMaTh HENMOCPEACTBEHHOE yyacTue B xu3Hu pebeHka, becegoBatb ¢ AeTbMu 06
MX apy3bsax B MIHTepHeTe.

7. HacramBante, 4TObBbl AETW HWKOrda He CoOrfawanucb Ha NWYHble BCTPeYuM C ApYy3bsaMU NO
UHTepHeTy.

8. MNo3BonsanTe OeTsaM 3axoauTb TONbKO Ha canThbl M3 "Genoro” cnmcka, KOTopbli co3ganTe BMECTe C
HUMMW.

9. MNpuyunTe OeTelt HMKOrOa He BblAaBaTb MNUYHYIO WHOPMALIMIO CPEeACTBaMU 3MEKTPOHHOW MOouThI,
4yaToB, CUCTEM MrHOBEHHOro obMeHa COOBLLEHUSIMU, PErMcTpaLUnoHHbIX hOPM, NMYHLIX Mpodmner U npu
perncTpaumm Ha KOHKypchl B MIHTepHeTe.

10. MpuyunTe ageten He 3arpyxartb nporpammbl 6e3 Bawero paspelwieHusi. O6bACHUTE MM, YTO OHMU
MOFYT CIyYalHOo 3arpy3uTb BUPYChl UMK OPYroe HexenaTesnbHoe nporpamMmmHoe obecnevyeHue.

11. Cospaiite Bawemy peGeHky orpaHMyYeHHy0 y4eTHyI0 3anuchk Anst paboTbl Ha KOMMbIOTEPE.

12. Mpuyuute Balwero pebGeHka coobLatb BaM O MOBbIX yrposax WM TpeBorax, CBsi3aHHbIX C
NHTepHeTOM. HanoMHuTe AeTsiM, YTo OHM B 6€30MacHOCTM, eCNN caMu paccKkasanu BaM O CBOWX TPeBorax U
OMaceHusX.

13. PacckaxuTe getsm o nopHorpadum B HTepHeTe.

14. HacramBante Ha TOM, 4TODbl O€TW NPedoCTaBnsnvM BaM OOCTYN K CBOEW 3MIEKTPOHHOWM Mo4Te,
4YTOObI Bbl YOEOANNNCH, YTO OHM HE 06LLAlTCsl C HE3HAKOMLaMM.

15. O6bsCHUTE AeTsM, YTO HEenb3s UCMNonNb3oBaTb CeTb ANs XynuraHcTBa, pacnpocTpaHeHnda cnneTeH
nnn yrpos.

BospacT geten ot 13 go 17 net

B sTom BO3pacTe MOAPOCTKM aKTMBHO MCMOMb3YOT MOWCKOBbLIE MALUMHbI, MOMb3YHTCA 3MEKTPOHHOM
noyTon, cryx6amm MrHoBeHHOro obmeHa coobLLEHNSMM, CKa4YnMBaKOT My3biKy U unbMbl. Manbyvkam B 3TOM
Bo3pacTe Oornblle MO HpaBy CMeTaTb BCE OrPaHUYEHWsi, OHWM >xaxayT rpyboro tomopa, asapTHbIX Wrp,
KapTMHOK "gnsa B3pocnbix". [leBouvku npeanovmTtaroT obliatbcs B 4aTax, NpyM 3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyallbHbIM AOoMOraTesnibCTBam B |/|HTepHeTe.



3ayacTylo B JaHHOM BO3pacTe poamuTensaM yKe BeCbMa CNOXHO KOHTPONMpoBaTb CBOMX AeTeW, Tak Kak
006 NHTepHeTe OHM yXe 3HaKT 3HauMTeNbHO Oonblue CBOMX poauTenen. Tem He MeHee, He oTnyckanTe
aeten B "ceBobogHoe nnasaHue" no MHTepHeTy. CTapanTeck akTUBHO yyYacTBOBaTb B 0OweHun pebeHka B
UHTepHeTe.

BaxHo no-npexHemy cTporo cobnopath npaeuna WHTepHeT-6e30nmacHOCTM - cornalleHne mexay
poautensmu u aeteMu. Kpome 1oro, HEO6X0AUMO Kak MOXHO Yallle NpocMaTpuBaTh OTYETHI O AEeATENBHOCTU
aeten B NHTepHeTe. Cneayet 06paTnTb BHUMaHWe Ha HeobXoaAMMOCTb CoaepXKaHUsl poanuTENbCKUX Nnaponen
(naponen agMMHUCTPATOPORB) B CTPOIOM CEKpeTe 1 06paTuTb BHUMAHUE Ha CTPOroCTb 3TUX Naporen.

CoBeTbl No Ge3onacHocTM B 3Tom Bo3pacTe oT 13 go 17 net

1. Co3paliTe CNMCOK AOMAaLLHUX NPaBuI NnoceleHns VIHTepHeTa npy y4acTum noapocTkoB U TpebyiiTe
6e3ycrnoBHOro ero BbinonHeHus. O6roeopute ¢ pe6eHKOM CNUCOK 3anpeLLeHHbIX calToB ("4epHblit cnmMcok"),
Yyacbl paboTbl B IHTEPHETE, PYKOBOACTBO MO 06LleHuio B MIHTepHeTe (B TOM YMcne B YaTax).

2. KomnbloTep ¢ nogknioveHnem k cetm IHTEpHET JOIMKEH HaxoanTbesa B 0OLLEN KOMHaTe.

3. He 3abbiBaiite 6ecenoBath ¢ AeTbMU 06 UX APY3bsiX B VIHTEPHETE, O TOM, YEM OHU 3aHSATbI TAKUM
obpasoM, 6yaTo peyb MAET O APY3bsiXx B pearnibHOM Xu3Hu. CrpawwuBaiTe O nioasx, C KOTOpbIMU AeTu
obLaTca NoCpeacTBOM CNy>6 MrHOBEHHOTO obmMeHa coobLLeHNsIMU, YTODObI yOeanTbCs, YTO 3TN NAM UM
3HaKOMbI.

4. Wcnonb3ymte cpeAactBa OnoKMpOBaHWS  HeXenaTernbHOro KOHTEHTa Kak [AOMNOfHeHWe K
CTaHOapTHOMY PoamntensCkoMy KOHTPOSIO.

5. Heobxogumo 3HaTb, KakMMu 4YaTamy nonb3ytoTcs Baww pgetu. [Moowpante ucnonb3oBaHue
MOZEepUpPYyEMbIX YaTOB U HacTamBanTe, YTOObLI 4eT He 00LWanncb B NPUBAaTHOM peXxunme.

6. HactaneanTe Ha ToM, YTOObI 4E€TW HMKOrAa HEe BCTPeYanucb IMYHO C ApY3bsMU U3 ceTn NHTepHET.

7. MpuyunTte OeTeil He BblAaBaTb CBOK JINYHYIO MHGOPMaUWIO CPEACTBAMM 3NEKTPOHHOW MOouYThI,
4yaToB, CUCTEM MIHOBEHHOr0 O6MeHa COOOLLEeHMSIMY, PErMCTPaLMOHHBLIX (POPM, JNMYHLIX Mpodumner U npu
perncTpaumm Ha KOHKypChl B MIHTEpHeTe.

8. lMpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHus. OBbACHNTE UM, YTO OHM
MOTyT CNyYarnHo 3arpys3vTb BUPYCbl UNK ApYyroe HexenaTtenbHoe nporpaMmmHoe obecnedeHume.

9. lMpuyunte Bawero pebeHka coobuwats Bam O NOObIX Yrpo3ax WAM TpeBorax, CBHA3AHHbLIX C
WHTepHeToM. HanomHuTe getam, 4To OoHM B 6e3onacHOCTW, ecrnv caMy pacckas3anu Bam, O CBOMX yrpo3ax
unu Tpesorax. [oxBanuTte ux n NOCOBETYNTE NOAOWTM eLle pa3 B NOAOOHbIX Cry4vasix.

10. Pacckaxute getam o nopHorpadun B NHTepHeTe. MNomorute um 3awmntuTbes oT cnama. Hayuute
NoApOCTKOB He BbigaBaTb B WHTEpHeTe CBOero peanbHOro 3MEeKTPOHHOro agpeca, He OoTBeYyaTb Ha
HexernartenbHble NMCbMa 1 UCMOoNb3oBaTh CneumarbHble NOYTOBbIE (PUNBTPLI.

11. MNpuyunTte cebs 3HAKOMUTBLCS C cCakTamMu, KOTOpblE MOCELLAOT NOAPOCTKMU.

12. HayuuTe peten yBaxaTb OPYrMX B UHTEpHeTe. Y6eauTechb, YTO OHWM 3HAKOT O TOM, YTO npasuna
XOpOLLEero noBeAeHUs AENCTBYIOT Be3ale - Aae B BUPTyanbHOM MUpeE.

13. OGbsicHMTEe OeTsM, YTO HM B KOeM criydae Henb3s ucnonb3oBatb CeTb ONns XynvraHcTea,
pacrnpoCTpaHeHNs CMNETEH NN YTPo3 APYTUM FHOASM.

14. O6cyouTe ¢ NoApOCTKaMm NPOBneMbl CETEBBLIX a3apTHbIX UIP M UX BO3MOXHbIN puck. HanoMHuTe,
YTO €TU HE MOTYT UrpaThb B 3TU UrPbl COMMacHO 3aKOHY.

MocTosIHHO KOHTponUpynTe ucnonb3oBaHue WMHTepHeTa Bawum pebeHkom! 3TO He HapylLeHue ero
NMYHOIO NPOCTPaHCTBa, a Mepa NpeaoCTOPOXKHOCTM U NposiBrieHne Ballen poantensckoii 0TBETCTBEHHOCTU
1 3a60ThI.



