HNuadopManmnoHHaaA NaMATKA JJIA O0YYAIOIINXCA /1A pa3dMelleHUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KakIbIM TOZIOM MOJIOJIEXKU B MHTEPHETE CTAHOBUTHCS OOJIBIIE, A IITKOJIBHUKH OJTHU U3
caMbIX aKTHBHBIX IT0JIb30BaTesielt Pynera. Mexx/1y TeM, IOMHUMO OIPOMHOTIO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPDHET HeceT W IpobsieMbl. JTa IMaMsTKa J0/DKHA IIOMOYb Tebe
0e30IMacHO HAXOAUTHCSA B CETH.

KomIbroTepHbBIE BUPYCHI

KoMIplOTEpHBIE BHPYC - H5TO Pa3HOBHIAHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYChl MOTYT IOBPEIUTh WU IOJHOCTHIO YHUYTOXKUTH BCE
daiimpl W JaHHBIE, TOAKOHTPOJIbHBIE TIOJb30BATENI0, OT WMEHH KOTOPOTO ObLia
3amyllleHa 3apak€HHas MPOorpaMMa, a TakKKe MOBPEAUTh WJIN JaKe YHUUYTOXKHUTD
OIEpallOHHYI0 CHUCTeMYy cO BceMHu aillamMu B 1ejJioM. B OOJIBIIMHCTBE CiIy4yaeB
pacIpoCTpPaHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX TPOTPAMM :

1. Mcnosnp3yit coBpeMeHHbIe OllepalliOHHbIE CUCTEMBI, NIMEIOIUe CEPhE3HBIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOTPaAMM,;

2. [TocrosgHHO ycTaHaBaMBai madTH (IUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKHU
YCTAaHABJIUBAIOTCA C IIeJIbI0 JIOPAaOTKW MPOrpaMMbl) W JApyrue OOHOBJIEHUS CBOeu
oreparoHHON cucremMbl. CKaunBall UX TOJHKO ¢ OQUIIMAIBLHOTO calTa pa3paboTunKa
OC. Ecnu cy1miecTByeT pexXUM aBTOMaTUYECKOT0 OOHOBJIEHU A, BKJIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE 10 IIpaBaMU II0JIb30BATEIA, a4 HE a/IMUHHUCTPATOpA.
OTO HEe MO3BOJIUT 6OJ'II:>IlII/IHCTBy BPpE€AOHOCHBIX IIPOTpaMM HHCTAJIJINPOBATBCA HA TBOEM
IIepCOHAJIPHOM KOMIIBIOTEPE;

4. Ulcrionib3yll aHTUBUPYCHBIE TPOTPAMMHBIE ITPOJIyKTH U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUH JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. cnosp3yl BHeNIHNE HOCUTeIU NHOpMAILNH, Takue Kak ¢Jielka, AucK win ¢aiia us
WHTEPHETA, TOJbKO 13 PO epeHHBbIX NCTOYHUKOB;

7. He oTkppIBaili KoMIbloTepHbIe (ailyibl, MOJIyUeHHblE U3 HEHA/IEKHBIX UCTOYHUKOB.
Jaxe Te (ailapl, KOTOphIe MPHUCIAJI TBOU 3HAKOMBIH. Jlydllle yTOUYHH Y HETO, OTTIPABJISII
Ji1 OH Tebe ux.

Cetun WI-FI

Wi-Fi - aT0 He BU/ Iepe/iaun JAaHHBIX, He TEXHOJIOTHS, a BCETO JIUIIL OpeHy, Mapka. Eire
B 1991 ToAy HUJepJaHicKasd KoMIaHus 3apeructpupoBasia Openz; « WECA», uro
obo3Hauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTcs Kak
«becrpoBOHAS TOUHOCTD».

Jlo Hamero BpeMeHH JomILIa Jipyras abOpeBuaTypa, KOTOpas sABJIAETCA TAaKOU IKe
TexHoJsiornei. Ato abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3BYKOBOUW TexHUKU Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTH».

Jla, OecrlaTHBIM MHTEPHET-ZOCTYI B Kade, OTeJISAX U a3pOIIOPTax SIBJIAETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXOZla B HMHTepHET. HO MHOrHMe BKCHEPTHI CUYUTAIOT, YTO
obmmenocrynabie Wi-Fi cetu He ABIAIOTCA 6€30IMaCHBIMU.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIEeAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMuHyH0 WHopManuio depe3 obienocTymHable Wi-Fi cerm.
PaboTas B HUX, ’KeJIaTeJIbHO He BBOJIUTH ITAaPOJIU JI0CTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Vcnosnp3yit 1 0OOHOBJISIN aHTUBUPYCHBIE IIPOrpaMMbI U OpaHamayep. Tem cambIM Thbl
obe3omacuIb ceds OT 3aKaYKH BUPyca Ha TBOE YCTPOHCTRBO;

3. IIpu ucnosnszoBanuu Wi-Fi otrmoun ¢yHkiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHas QYHKIUA 3aKphITa [0 YMOJYAHUIO, OJHAKO HEKOTOPHIE
MI0JIb30BATEIN AKTUBUPYIOT €€ JIJIAA y/I00CTBA MCITOJIh30BaHUA B paboTre wiu yuebe;

4. He ucnonp3yit mybanmunsiii WI-FI g4 mepeziaum JIMUHBIX TAHHBIX, HAIPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIU B DJIEKTPOHHYIO II0YTY;

5. Umosb3y#t TosibKO 3ammuineHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. mpu
Habope BebO-aspeca BBoAU NMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIOuM GyHKnuoo «Ilogkimoyenme kK - Wi-Fi
aBTOMaTuuecku». He momyckail aBTOMaTH4eCKOro MOAKIIOUEHHUs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOerO coryacus.

ConuasibHbIE CETU

CormuasibHbIE CETH aKTUBHO BXOZSAT B HAIITY }KU3Hb, MHOTHE JIFOJAY PaOOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTprupoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OZIHOI CceIbMOU BCEeX >KHUTeJieH IIaHeTbl. MHOrue II0JIb30BaTeJ He MOHHMAIOT, 4TO
nHopManus, pa3MellleHHAass UMH B COIIMAIBHBIX CETAX, MOKET ObITh Hal/leHa |
HCII0JIb30BaHa KEM YTOJHO, B TOM YHCJIe He 00s13aTeIbHO ¢ OJIaruMU HaMePEeHHUSIMU.

OCHOBHBIE COBETHI I10 0E30IIaCHOCTH B COIIMAIbHBIX CETAX:

1. OrpaHuyb CHUCOK Jipy3eil. Y TebGs B Apy3bsaX He JOJIKHO OBITh CIy4allHBIX U
HEe3HAKOMBIX JIIOJIEH;

2. 3amuiai cBow YacTHyIo ku3Hb. He ykasbpiBail maposiu, TesedoHBI, aapeca, AaTy
TBOETO POXJEHUA M [APYIYyI JIMYHYI HHQOPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCIOJIb30BaTh JAa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
IIPOBECTU KaHUKYJIBI;

3. 3amnuimiai CBOI PEIyTalHIo - IEPKH €€ B UHCTOTE U 3a7laBail cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI APyTHe M0JIb30BaTEIN BUEJIH, UTO ThHI 3arpy»Kaenisb? [Togymai, npexae yem
YTO-TO OITyOJTMKOBATh, HAIIUCATh U 3aTPy3UTh;

4. Ecytut THI TOBOPHIIIB C JIIObMU, KOTOPBIX He 3HAEIllb, He UCIOIb3YH CBOE PeaIbHOE UMSI
U IPYTYIO JINYHYI0 UHDOPMAITUU: UMs, MECTO KUTEJIHCTBA, MECTO yueObl U IIPOUeE;

5. M36eraii pasmemienus ¢gororpaduii B IHTEpHETE, T/IE T N300paKeH HA MECTHOCTH,
IO KOTOPOM MOKHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHUE;



6. HpI/I peErucrpanu B COIII/IaJIbHOfI CEeTHU HeO6XO/II/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIKUE U3 6}7KB u I.II/I(I)p U C KOJINYECTBOM 3HAKOB He MeHee 8;

7. JIsT coruasibHOM CETH, TMOUTHI U JIPYTHUX CAUTOB HEOOXOJIMMO HCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBIIIEHHUKH TOJIy4YaT JHOCTYH TOJIBKO K
OJTHOMY MECTY, a He BO BCE cpaay.

S.HGKTPOHHI)IG AC€HbI't

OIeKTPOHHbIE JIEHBI'M — 3TO OUeHb yJIOOHBIN crocob IiaTexkei, OHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYIUTh 3TH JIEHBTU.

JJIEKTPOHHBIE JIEHBI'M MOSBUJIMCH COBCEM HENABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax 0 CUX IOP He IIPOITMCAaHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y2Ke IIPOITUCAHO B 3aKOHE, I7I€ UX PAa3Ie/IAI0T
Ha HECKOJIBKO BHOB - aHOHUMHBIE U He AaHOHUMHBIE. PasHUIIa B TOM, YTO aHOHUMHBIE -
9TO Te, B KOTOPBIX paspelraeTcs IMPOBOJUTH oOlepanuu 0e3 uaeHTUuGUKAIUIN
II0OJIb30BaTesA, a B HEAHOHHMHBIX WAEHTU(GUKAIMH II0Jb30BaTeNsl  SIBJISETCS
00s3aTeIbHOH.

Takoxe cJIeAyeT pa3jindaThb 9JIEKTPOHHLBIE (I)I/IaTHbIe A€HbI' (paBHI)I ToCyaAapCTBEHHbBIM
Ba)IIOTaM) U SJIEKTPOHHbIE HeCI)I/IaTHI)Ie A€HbI' (He PaBHBI TOCYAaPCTBEHHBIM Ba)IIOTaM).

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 37IeKTPOHHBIMU IEHbraMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejleOH. ITO caMbIil yIOOHBIM U OBICTPBIN CIIOCO0
BOCCTAHOBHTb JIOCTYM K cueTry. [IpuBs3aHHbBIN TesieOH TOMOKET, €CJIN 3a0yellb CBOU
IUTaTEXKHBIN TTapOoJIb UK 3ai/ielllb Ha CAalT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcriosib3y# ofiHOpa3oBbie mapoJiu. [locsie mepexoia Ha YCHIEHHYI0 aBTOPHU3AITUIO Tebe
y’Ke He Oy/IeT yIpoXKaTh OIMIACHOCTh KPaKH WJTU TIepexBaTa IIaTesKHOTO MapoJis;

3. Beibepu cioxkHbIN maposib. IlpectymHukam OymeT He IPOCTO YrajilaTh CIIOXKHBINA
naposib. HaziesxHbple maposimi — 3TO MapoJid, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOUHBIE U ITPOTIHCHBIE OYKBBI, TGPl K HECKOJIBKO CHMBOJIOB, TAKHE
Kak 3HaK Jiojuiapa, GyHTa, BOCKJIUIATEIbHBIN 3HaK U T.. Hanpumep, StROng!;;

4. He BBOAY cBOU JIMUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM He JI0BEPSEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA [I0UTA — 3TO TEXHOJIOTUSA U TIPEAOCTABIISIEMBIE €10 YCJIYTH 110 IIEPECHLIIKE U
TIOJIYYEHHUIO BJIEKTPOHHBIX COOOIEHUNN, KOTOPhIE PACHPENEISAIOTCA B KOMITBIOTEPHOU
cetd. OOBIYHO OJJIEKTPOHHBIN IIOUTOBBIA SIIUK BBIIVIAAUT CIEAYIOIAM 00pa3oM:
UMSI_I10JIb30BaTe/ A @UMs_oMeHa. Takyke KpoMe mepeladud MPOCTOTO TEKCTa, HMEETCS
BO3MOXKHOCTb Iepe/iaBaTh (DauIbl.

OcHOBHBIE COBETHI IO 6e30macHON paboTe ¢ 3JIeKTPOHHOMN TOYTOM:

1. Hazo BIOpaTh IpaBUIbHBINM TOYTOBBIN cepBUC. B UHTepHETE eCcTh OTPOMHBIN BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3HAellb U KTO
MEPBBIA B PpEUTHUHTE;

2. He ykaspiBail B TUUHOU moute JM4YHy0 uHpopMmarumo. Hanpumep, jydiie BoIOpaTh
«MYy3BIKQJIBHBIN__(aHAT@» WIN «pOK2013» BMecTO «TeMal3»;



3. Mcrosp3yH IByXATAITHYI0 aBTOPU3AIHI0. DTO KOT/Ia IOMHMO I1apoJisi HY>KHO BBOJUTH
KO/I, TpUChLIaeMbll 110 SMS;

4. Bpibepu CJIOKHBIN Maposib. [l KaKOTO IOYTOBOTO SAIIUKA JIOJKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Eciii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANIUKOB. llepBbIM 711 YacTHOU NEpenucKu ¢
azipecaTamu, KOTOPBIM ThI IOBEPSAEITb. DTO 3JIEKTPOHHBIN aJipec He HAJI0 UCII0JIb30BaTh
IIpU perucrpanuy Ha GpopyMax U cauTax;

7. He oTkpbIBali hatiyibl ¥ IPYTHE BJIOKEHMS B MTIChMAaX JIAKe €CJTM OHU IMPUIILTH OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISLIIH JIM OHU Tebe 3TH (paiiiisl;

8. ITocsie okoHUaHUSA PAOOTHI HA IOYTOBOM CEPBUCE TTEPE]] 3aKPHITHEM BKJIAJIKHU C CAUTOM
He 3a0y/[b Ha)KaTh HA « BEIUTH».

KubepOysIMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/UTMHT — TIpecjieJIoBaHHE COOOIEHUsMH, COAEPKAIIUMHU OCKOpOJIeHus,
arpeccuio, 3aIllyTUBAHWE; XYJIUTAHCTBO; COIMAJIbHOE OOWKOTHDOBAaHHE C ITOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60phbE ¢ KUOEPOYJIIMHTOM

1. He 6pocatiics B 60#. JIydImumii crioco0: MocoBETOBATHCS KaK ce0s1 BECTH U, ECJTH HET TOTO,
K KOMY MOJKHO OOpaTUTbCs, TO BHadajie YCIOKOUTHCSA. Ecau Thl HAUYHEITb OTBEYaTh
OCKOPOJIEHUSAMHU HA OCKOPOJIEHU A, TO TOJIBKO ellle O0JIbIIIe Pa30skKiKellb KOHQIIUKT;

2. YpaBJisiii cBoeH Kubeppenyraruer;

3. AHOHMMHOCTb B CE€TH MHHMAas. CYH.IGCTBYIOT CITIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHUMHBIM aKKayYHTOM,

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HH. VIHTEpHET (PUKCUPYET BCE
TBOHU JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaiiHe 3aTPy/THUTEIHHO;

5. Cobutioz1ali CBOM BUPTYaAJIbHYIO YECTH CMOJIOAY;

6. IrHopupyii efuHUYHBIN HeraTuB. OTHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIyIIIIe
urHopupoBaTb. OOBIYHO arpeccus MpeKpalaeTcsa Ha HaYaJIbHOM! CTauy;

7. BaH arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITAATbHBIX
CETSX eCTh BO3MOKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OTIPE/IEIEHHBIX a/IPECOB;

8. Eciu T cBuzerenb KubepOysuimHra. TBou JieHiCTBUA: BBICTYIIUTh IPOTUB
mpecjie/ioBaTessA, NOKa3aTh €My, 4YTO €ro JIeMCTBHS OIEHUBAIOTCA HEraTUBHO,
MO/IAEPKATh JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAs IOMOIIb, COOOITUTH B3POCIBIM
0 (pakTe arpeccCUBHOTO IOBE/IEHUS B CETH.

MobubHBIH TeedoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl COAEpKAT B cebe BIOJHE B3POCJIBIHI
(yHKIIMOHAJI, U TellEpbh OHU MOTYT KOHKYPUPOBATh CO CTALIMOHAPHBIMU KOMIIBIOTEPAMU.



O,IIHaKO, CPEACTB 3alllUThI J1JIA HO,Z[O6HI)IX YCTpOfICTB IIOKa O4Y€Hb MaJIo. TeCTI/IpOBaHI/Ie u
IIOUCK y}ISBI/IMOCTeﬁ B HUX ITPOUCXOAUT HE TaK MHTEHCHUBHO, KaK JJIA HK, TO K€ caMoe
KacaeTcss 1 MOOMJIbHBIX HpH)IO}I(eHI/Iﬁ.

CoBpeMeHHbIE MOOMJIBHBIE Opay3ephl yiKe MPaKTUUECKU JOTHAIU HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupenne GpyHKIIMOHAIA BJIEUET 32 COOOM OOJIBIIYIO CJI0KHOCTh U MEHBIILYIO
3aIUIIEHHOCTb.

Z[a)IeKO HeE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB)I€HI/IH, 3aKpPbIBalOIIe€ KPUTHUYECKHE
YA3BUMOCTH JJIA CBOUX YCTpOﬁCTB.

OCHOBHbBIE COBETHI JJLA 0e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHa:

1. Hugero He siBjisieTcs mo-HacTosIeMy becriaTHbIM. By/ib ocTOposkeH, Beib Korza Tede
MpejIaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO ILJIaTHBIE

YCJIYTH,

2. Jlymaii, mpexjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEITD, T/IE OHU
OyZyT B KOHEUHOM HUTOTE?

3. Heo6xo011M0 0OHOBJIATH ONlEpAlIMOHHYIO CUCTEMY TBOETO cMapT@oHa;
4. Vicnosb3yit aHTUBUPYCHBIE IPOTPaMMBI /1J11 MOOMJIBHBIX Te1e(pOHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOKEHHA OT HEM3BECTHOT'O NCTOYHHUKA, BEAb OHHU MOTI'YT COAEPKATb
Bp€AOHOCHOE IIpOrpaMMHO€E o6ecnequI/Ie;

6. ITocsie TOTO KaK ThI BBIMJIEIID C CAiTa, I/ie BBOJAWII JIMUHYIO HHGOPMAIIHIO, 3aiIu B
HaCTPOUKHU Opaysepa u yaau cookies;

7. HepI/IO,III/I‘-IeCKI/I HpOBepHI‘/’I KaKue IVIaTHbIE YCIIYTH aKTUBHUPOBAHBI HA TBOEM HOMEPE;

8. /laBaii cBoii HOMep MOOMJIBHOTO TesjedoHA TOJIBKO JIIO/IsIM, KOTOPBIX THI 3HAellb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTZa ThI UM He IOJIb3yellbcsa. He 3a0biBait
WHOT/Ia IIPOBEPATH 3TO.

Online urpser

CoBpeMeHHble OHJIAUH-UTPBl - S5TO KpACOYHbIE, 3axXBaThIBAIOIINE pa3BJlevyeHus,
00beINHAIONINE COTHU THICSAY YeJIOBEK 10 BceMy MUpY. Irpoku uccieayoT JaHHBINH UM
MHp, O0WIAIOTCA APYT € JIPYTOM, BBITIOJIHAIOT 3aJ]laHUs, CPa’KAlOTCA ¢ MOHCTPaAaMHU U
IIOJIy4alOT OIBIT. 3a YZAOBOJIBCTBUE OHHU IUIATAT: IIOKYNAKT JAUCK, OIUIaYUBAIOT
abOHEeMEHT WX IPUOOPeTaI0T KaKue-TO OIIIUY.

Bce sTu cpeactBa UAYT Ha MOJJepKaHUE U pa3BUTHE UIPHl, a TaKKe Ha camy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCSA HOBBIE MTATUYH
(rudpoBbIe 3a1IaTKU JJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,IIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpHU3all1U OOJIBIITMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO HUI'POBOTI'0 aKKayHTa:



1. Ecstm pyro#i urpok BezieT cebs1 IVI0X0 WU cO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€r0 B CIIMCKE UTPOKOB;

2. Tlokasyiica aAMUHUCTpATOpaM WrpPbl Ha IJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
JKeJIaTeJIbHO NIPUJIOKUTh KaKKhe-TO JI0Ka3aTeIbCTBA B BH/JIe CKPUHOB;

3. He yxasbiBaii 1inuHyo nHpopMaIuio B npodaiisie urpsi;
4. YBaxkail IpyTux y9acTHUKOB I10 UTPE;

5. He ycranaBiiuBaii HeouiinaapHble IaTIU U MOJIBI;

6. crionp3yii cy102KHBIE U Pa3Hble MTapoJIy;

7. Jlaxke BO BpeMs WUTpHl HE CTOUT OTKJIIOUATh aHTUBUPYC. Iloka ThI Urpaelib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

OUIIWHT UJIN Kpaxa JIMYHbIX TaHHBIX

OOBIYHOH Kpa)l(el‘/ll A€HEr U JOKYMEHTOB CE€roJHd YK€ HHUKOIro He€ YyJAUuBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYMBINVICHHUKHW IIE€PEMECTHUJIMCh B MHTEPHET, U
IIPpOAOJIZKAIOT 3aHNMATbCA «JIFOOMMBIM » A€JIOM.

Tak mosiBHIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIIVHT, TJIaBHAS I€JTh
KOTOPOTO COCTOUT B TMOJyYEHUH KOHUAEHIMATBHBIX JTAHHBIX II0JIb30BATEJIEd —
JIOTMHOB U napoJiei. Ha anrmiickom s3bike phishing ynraercs kak ¢umwuar (ot fishing
— pbIOHAas JI0BJIsA, password — ImapoJib).

OcHOBHBIE COBETHI 10 6OPHOE ¢ QUITUHTOM

1. Cimemu 3a CBOMM aKKayHTOM. Ecji THI I003peBaelllb, YTO TBOs aHKeTa ObLia
B3JIOMaHa, TO HE0OOXOAUMO 3a0JIOKHPOBATh €€ U COOOIUTh aflIMUHUCTPATOPaM pecypca
00 3TOM KaK MOYKHO CKOPEE;

2. Mcmonp3yii Oe30macHble BeO-caliThl, B TOM YHCJIE, HHTEPHET-Mara3nHOB U IIOUCKOBBIX
CHCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble mapoyu. Takum ob6pas3oMm, ecu TeOsA B3JI0MAIOT, TO
3JI0yMBIIIUIEHHUKH TIOJIyYaT JOCTYII TOJIBKO K OTHOMY TBOEMY IMPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6s1 B3/10Masu, TO HEOOXOAUMO MIPeIyIPEAUTh BCeX CBOUX 3HAKOMBIX, KOTOPBIE
n06aBJIeHBI y TeOSA B APY3bsX, O TOM, UTO TeOs B3JIOMaIU U, BO3MOXKHO, OT TBOETO UMEHU
OyZeT pacchLIaThCs CIIaM U CChIKU Ha (DPUIIIMTHTOBBIE CATHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIbHBIN TesledOH;
6. OTKJIIOYY cOXpaHeHHUe mapoJisi B Opaysepe;

7. He oTKpBIBail (paiiyiel U ApyTrHe BIOKEHUS B TUChMAX /IaKe €CTU OHU IIPUIILIH OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISIIIA JIM OHU Tebe 3TU aiisibl.

[{udposas pemyranus

[MudpoBas pemnyTaius - 3T0 HETaTUBHAs WIN IO3UTHUBHAas UHQoOpMaIus B ceTu o Tebe.
Komnpomerupyitomasa uHpopManus pa3MellleHHass B UHTEPHETE MOKET Cepbhe3HbIM



00pa3oM OTpas3uThCA Ha TBOEU peaysbHOU Ku3HU. «I{udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs: u3 "HGOpManuu o Tede B HHTEPHETE.

TBOe MeCTO KUTeIbCTBA, yueObl, TBOe GUHAHCOBOE II0JI0KeHNe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIU3KUX - BCe 3TO HAKAIUIMBAETCS B CETH.

MHoOTrHe I0oAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K IIyOJIUKAIIUY JIHYHOH HHGOPMAIIUH B
VIHTepHeTe, He IOHUMasI BO3MOKHBIX TIOCJIe/ICTBUM. ThI 1ake He CMOKEIIb JI0TalaThCsl
0 ToM, uTo ororpadusi, pa3MellleHHas 5 JIeT Ha3aJl, CTajla IPUUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KommenTapuu, pasmelnieHue TBoux ¢ororpaduili u Jpyrue JeHWcTBUS MOTYT He
HCYE3HYTh JlaXKe IOcJIe TOTO, KaK Thl UX YAAIUIIb. Thl He 3Haelllb, KTO COXPAHWI 3Ty
nHdOpManuio, momnasa Ju oHa B IOUCKOBbIE CUCTEMBI ¥ COXPAHUJIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAIOT O Tebe OKpy:Kalolllee JIIOJIM, KOTOpble HAWIyT U YBUAAT 3To. Hailtu
“HGOPMANNIO0 MHOTO JIET CIIyCTA CMOKET JII000H - Kak U3 T00PBIX MOOYKAEeHUHN, TaK U C
HaMepeHUeM IPUYUHUTH BpeJl. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI MO 3a1uTe MUGPOBOU peIyTaIlUu:

1. [Tomymai, mpexze yemM 4TO-TO MyOJMKOBATh W IepefaBaTh y cebs B Osiore wiud B
COIIMAJILHOM CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPaHUYEHHA Ha IIPOCMOTP TBOETO MPODUIIS U €TI0
COJIEP>KUMOTO, C/IeJIall €T0 TOJBKO «JIJIS IPY3€ei»;

3. He pasmernaii u He yKka3bpIBaii H”H(GOPMAIHUIO, KOTOPAs MOKET KOT0-JI100 OCKOPOJISThH
WIN OOU¥KATh.

ABTOpPCKOE TTPaBo

CoBpeMeHHbIE IIKOJbHUKH- AaKTUBHBIE II0JIb30BaTeNN ITU(GPOBOTO ITPOCTPAHCTBA.
OnmHaKo JTaJIeKo He Bce 3HAIOT, YTO MOJIb30BaHNE MHOTHMH BO3MOKHOCTAMHU IIHU(PPOBOTO
Mupa TpebyeT coOJII0IeHN ITPAB HA UHTEJIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTeJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3IMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAUMHASA C HOBBIX H300peTEeHWH U 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh Ha MPOJIYKTHl U YCJIYTU , U 3aKaHUYMBasA KHUTaMU, Qororpadusamuy,
KUHODUIPMaMU U My3bIKQJIbHBIMU IPOU3BEJeHUSAMU.

ABTOpPCKHE ITpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IPOU3BEEHHUS
HAYKHU, JIUTEPATyPhl U UCKycCTBa. ABTOPCKHME ITpaBa BHICTYNAIOT B KaueCTBE TapaHTHU
TOTO, YTO UHTEJIJIEKTYaIbHBIN/TBOPUECKUU TPY/I aBTOPA He OyAEeT HAIIPACHBIM, JIACT EMY
CIIpaBe/lINBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOEro TPYAd, IMOJIYUYUTHh
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pas3peleHns aBTopa He MOKET BOCITPOU3BOJIUTH
€ro TIpOU3BeJeHHe, PaCIpPOCTPAHATh, IIyOJUYHO JEeMOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, IMyOJUYHO HUCIOJIHATH, IIOKA3bIBATh/UCIIOJHATH B
adupe wiu pasmeniath B IHTEepHEeTE.

Vcronp30BaHue «IMHPATCKOTO» IPOTrPaMMHOrO oOeclieueHUs] MOJKET TIIPUBECTH K
MHOTHUM pHCKaM: OT IOTEPU JIAHHBIX K TBOUM aKKayHTaM 0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAaHOBJIEHHBIN He JierajibHasA mporpaMmma. He crout Takike 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHBIE U OeCIIaTHBIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O noprane



CereBUYOK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37ech Thl MOXKellb Y3HAaTb O
0e30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUH
KPUTHUYECKOHN CUTyaI[u OOPaTUTHCA 32 COBETOM. A TaKKe IIPUHATDH YIacTHeE B KOHKypcax
U CTaTh CaMbIM IIU(PPOBBIM I'PAKIAHUHOM!
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